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                                                 Abstract  

 

  The Incident Response Plan is a plan that outlines the actions and guidelines 

that must be taken when a security incident occurs such as a security breach, 

cyberattack, data leak, data outage or loss or any event that affects the 

security and safety of the electronic systems of any organization The goal of 

the plan is to address the incident effectively and quickly, reduce the negative 

effects on the organization and promote the restoration of natural order with 

the least possible damage. 

The Smart College for Modern Education includes a huge amount of 

important and sensitive data and there are many points through which it is 

possible to access that data or the loss and interruption of data or the exposure 

of protection devices in the Smart College to malfunction and stop working, 

which leads to the lack of continuity of work in the college and this 

negatively affects the functioning of the college. 

To avoid these problems that we mentioned, a response plan can be made to 

provide data import and backup procedures and avoid the loss of correct data, 

and these plans work to ensure that the damage of attacks that the college 

can be exposed to. 

Among the expected results of such a plan in the Smart College:  

1Reduce the damage of cyberattacks that the college can be exposed to. 

2. Preserving data from loss or interruption  

3. The ability to make alternative copies of data through high-quality 

protection devices that can keep data for a long time without interruption 

4. Adding alternative structures to protection devices as alternative structures 

to the structure in the college that work to prevent disruption of sites or 

services for a longer period so as to ensure the retrieval and work of systems 

within 6 hours of work with the help of the response team that is appointed, 
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which consists of two people specialized in cybersecurity in the smart college 

and they work in the information technology department and also a person 

from the administrative affairs department because it works on the most 

important site in terms of data availability and a person from academic 

affairs.   
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CHAPTER ONE 

                                          الفصل الأول

 Introduction                                 المقدمة - 

 

1.1 Introduction 

1.2 Overview 

1.3 Objectives 

1.4 Motivations 

   1.5 time planning 

 

 

 

 

 

1.1 Introduction  

  It is no secret to everyone that the wide spread of Cyber security attacks on 

many sectors and companies differs in their activity and the nature of 

their work, and these attacks fundamentally affect these organizations, which 

may lead to great losses. Therefore, the importance of responding to security 

incidents came in order to raise the speed of detecting these attacks to prevent 
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any financial losses or data leakage. or other activities that may affect the 

conduct of business or affect reputation. 

 

 Security incident response plans are a set of procedures that organizations 

use to respond to security threats. They are designed to ensure that the 

organization is prepared to respond in a timely and effective manner to any 

security incident. 

 

  The objective of security incident response plans is to ensure that the 

organization is able to detect, contain, and recover from security incidents in 

a timely and effective manner. 

 When an incident or security breach occurs, a structured approach will help 

mitigate its effects as soon as possible. [1]   

The Smart College for Modern Education Cyber Incident Response Plan 

project aims to develop and implement effective response procedures to the 

cybersecurity challenges that the college and its systems can face. 

The idea of the response plan for security incidents in the smart college is: 

analysis and evaluation, development of response strategy, establishment of 

a response team. 

  The goal of the college's security incident response plans is to ensure that 

the college is able to detect, contain and recover from security incidents in a 

timely and effective manner. 

 

1.2  Overview: 

In this chapter : 
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The Security Incident Response Plan is one of the main tools to ensure 

security protection and safety in the college, and aims to identify the 

necessary steps to respond effectively to security incidents such as security 

breaches, computer viruses, electronic fraud and other electronic risks. 

   In this chapter we will talk about how the college can benefit from the 

security incident response plan: 

 _1 Reduce negative impacts: A cyber incident response plan can reduce the 

negative impacts of potential incidents. For example, in the case of a 

malware attack or server hack, effective measures can be identified to limit 

the spread of the attack and restore the system in the shortest possible time. 

This ensures the continuity of services and avoids interruption of educational 

and administrative processes. 

 _2 Enhancing preparedness and readiness: The existence of an electronic 

incident response plan provides an opportunity to enhance readiness and 

readiness in the college. Appropriate roles and responsibilities are defined 

for the teams concerned, and staff and students are trained and sensitized to 

the plan and procedures. Trainings and simulations can also be performed to 

ensure that everyone understands the procedures and is able to deal with 

electronic incidents effectively.[3] 

 

 

 

1.3 Objectives 
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   When a cyber security incident occurs, timely and thorough action to 

manage the impact of the incident is a critical to an effective response 

process. The response should limit the potential for damage by 

 

ensuring that actions are well known and coordinated. Specifically, the 

response goals are:  

1. Maintaining and protecting the confidentiality of the constituent 

information and the information of employees and students and ensuring 

the integrity and availability of the college's smart systems and networks 

for modern education and related data. 

2. Helping the employees of the Smart College for Modern Education to 

recover their data after a security incident for the computer, network or 

any other type of data loss or interruption. 

3. Provide a consistent response strategy to system and network threats 

that put Smart College for Modern Education data and systems at risk. 

4. Develop and activate a communications plan including initial reporting 

of the incident as well as ongoing communications, as necessary.  

5. Minimizing the reputation risk of Smart College for Modern 

Education.[4] 

 

1.4 Motivations: 

Purpose of the Security Incident Response Plan [CIRP]: 

To support a swift and effective response to cyber incidents aligned with the 

organization's security and business objectives. 

Objectives of the CIRP: 
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1. One of the motives for the response plan is that the college contains many 

sensitive and important data, whether at the level of students or at the level 

of employees, and therefore it must be protected from loss or interruption, 

and to do so, the response plan for security incidents has been resorted to 

ensure its protection and business continuity in the college.. 

required to manage responses to cyber incidents. 

2. To provide guidance on post incident activities to support continuous 

improvement . 

3. Preserving the safety and security of the institution (Smart College of 

Modern Education): The plan that we are working on aims to maintain the 

integrity and security of data and protect it from attacks and security 

incidents. 

4. Maintaining the continuity of data availability in the smart collage for 

modern education.  

The importance of availability in the implementation of the incident response 

plan in the Smart College for Modern Education: 

  In general, availability in information security refers to the ability of 

authorized users to access and use data and systems as intended. Ensuring 

availability is one of the important aspects that we can rely on in 

implementing this plan because data availability ensures that employees, 

students and everyone who has the information have access to the data 

and information they need to complete the work and maintain the operations 

of the college. 
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  Through this plan, we would like to address threats to data availability, 

including: data outage or loss, network outages, hardware failures, and other 

threats to availability. 

 

  Continuity on availability: The Smart College for Modern Education 

includes huge amounts of valuable and sensitive data such as staff and 

student information and information about the agreements that the college 

concludes with many educational institutions, and there are many access 

points to that data, some of which can be easily exploited if the recovery and 

backup measures and avoid the loss of the correct data are not in place.[5] 

              Table 1.1: Time planning for first semester  

 

 Weeks  

 
Tasks 

 

1 

 

2 

 

3 

 

4 

 

5 

 

6 

 

7 

 

8 

 

9 

 

10 

 

11 

 

12 

 

13 

 

14 
 

 

15 
 

 

16 

Choose a project idea                 

Collect information 

about the project 
                

Writing project 

proposal 
                

Requirements analysis                 
Test plan                  

Documentations                 

 

                                  CHAPTER TWO 

                                       الفصل الثاني

                        Literature Review   -الدراسات السابقة 
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Chapter two ..................................................................................................  

2.1 Overview 

2.2  Previous Projects and Studies 

   2.3   Summary and review  

2.4  Pose the problem 

2.5 Solution methodology 

 

 

 

 

2.1Overview: 

In this chapter:    

Security incedent response studies are about analyzing and assessing the 

severity of security attacks and developing effective response plans to 

counter such as . these studies aim to enhance cyber security and reduce the 

impact of attacks on institutions and individuals .  

These studies include several areas, including: risk analysis, identification of 

potential cyberattacks, and reducing the impact of these attacks.[6] 

2.2  Previous Projects and Studies 
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There are many studies and researches related to security incident response 

plans, which aim to improve the efficiency and effectiveness of those plans, 

and the most prominent of these studies are: 

 2.2.1 A study conducted by MCI experts on best practices for designing 

security incident response plans, which included reviewing a number of 

actual cases and analyzing the response methods used in those cases. 

   2.2.2 A study conducted by researchers from the university of California on 

the design of a security incident response management system which aims 

to improve the efficiency of organization response to security attacks. 

 

In addition to studies related to security incident response plans, 

there are many projects that have been implemented to develop electronic 

incident response plans, among these projects: 

  2.2.3 NIST Cyber Security Framework: a project launched by the US 

National Institute of Standards and Technology (NIST), the project aims to 

provide a general framework for managing cyber security, including cyber 

incident response plans. The project was implemented in collaboration with 

the private and government sectors, and includes an analysis of best practice, 

identification of cyber security requirements, and guidance for the design 

and development of cyber incident response plans. 

2.2.4 Cyber resilience and information project: it is a project launched by 

the British cyber security agency (NCSC). The project aims to improve the 

ability of companies and organization to deal with cyber-attacks and reduce 

the impact resulting from them. The project includes the development of 
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security incidents response plans, training of personnel and the necessary 

security measures to improve cyber security.  

Briefly, the difference between these projects and the plan that we are 

working on in the smart collage for modern education is the work of 

responding to security incidents of kinds and recovering from them in an 

effective manner and trying to use this plan in an attempt not to interrupt or 

loss data in the collage network and also to maintain the availability of this 

data in addition to training employees at the smart collage of modern 

education to face these incidents. [7] 

2.3  Summary and review 

A security incident response plan is a plan that defines the procedures 

that must be followed to identify and deal with security incidents related to 

electronic systems and networks. This plan contains clear and accurate 

procedures to prevent and address security incidents quickly and effectively 

to reduce the impact on the institution (Smart College of Modern 

Education) .The security incident response plan includes several phases, 

including: 

Identify and classify potential security incidents and assess the level of 

impact they can cause. Develop a strategic plan to deal with security 

incidents and identify the tools and resources necessary to deal with them 

Implement the strategic plan, verify its effectiveness and evaluate it 

Continuously Provide training and education to employees about the plan to 

respond to security incidents and ensure that they understand and apply her 

correctly. Having a security incident response plan is vital for Smart College 

for Modern Education because it relies on technology, as it helps improve its 

ability to deal with security incidents effectively and reduce the negative 
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impact on the company's operations. It is worth mentioning that there are 

many previous projects and studies that dealt with security incident response 

plans that have proven effective in improving the ability of institutions and 

organizations to deal with security incidents and mitigate their impact on 

their operations.[8] 

2.4  Pose the problem 

The problem is that security incidents can occur in the Smart College of 

Modern Education at any time and may lead to disruption of services and 

affect users or employees in addition to their inability to the data they need 

and this educational institution can be difficult to deal with these incidents 

due to their unexpected nature and the lack of a plan to deal with them and 

these incidents can be represented in the loss or interruption of data or the 

lack of availability of this data, which negatively 

Affects The nature of the work of the educational institution (Smart 

College for Modern Education) [9] 

2.5 Solution methodology: 

To resolve the problem of data loss or interruption, a security incident 

response plan should be developed that includes data recovery procedures in 

the event of loss or disconnection with data. This plan includes the following 

steps: 

2.5.1 Assess the current situation: In the beginning, before starting the 

response plan, the current situation in the college was evaluated in terms of 

the type of protection systems and devices used, the existing backup plans 

and the structure that the college follows to respond to security incidents that 
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can affect the college, and the extent to which employees and students know 

the importance of security in the institution. 

2.5.2 Find the source of the defect: After evaluating the situation in the 

college, the sources in the college were searched for that could be a defect 

and work on data loss or interruption, such as protection devices that have 

been wrongly configured or there are files containing virus files and other 

sources of defect. 

2.5.3 Identify lost data: In case of data loss, the plan has been activated so 

that the lost data and the parts that can be recovered and cannot be recovered 

are identified. 

2.5.4 Use recovery tools: During the work of the plan, we developed a set of 

tools to recover lost data or recover data without losing any parts of it, 

through the work of backup structures such as the use of cloud storage or 

storing data on data center devices so that it is far from the college building. 

2.5.5 Re-analysis and auditing: After the work of the structures to maintain 

the non-loss of data and complete the work of the smart college systems and 

sites without interruption, the data must be audited and analyzed after its 

recovery to ensure its validity and completeness so that any files that contain 

attacks or affect the continuation of the work or affect the work of protection 

systems are addressed. 

2.5.6 Take preventive measures: After the implementation of the plan and 

the ability not to stop the college's sites and systems, a set of preventive 

measures have been taken that maintain that security incidents do not occur 

in the future in the college by repeating the copies of important data and 

storing it in a safe place Using protection devices with backup protection 

devices for the main devices The settings are made on both devices manually 
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so that when a malfunction occurs in one of the main protection devices, the 

backup devices are made within 6  Working hours by the response team in 

addition to increasing the expertise of employees and training them on the 

importance of security and protection from cyberattacks. 

In addition, the training and preparation of the Security Incident 

response team must be provided, and plans should be updated periodically 

to ensure a rapid and effective response in the event of an incident 
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CHAPTER THREE 

 الفصل الثالث

الخلفية النظرية  - Theoretical Background 

3.1 Overview  

3.2  The business idea of the project  

3.3  Tools used 

3.4  Materials used 

       

 

 

 

 

 

 

3.1 Overview: 

In this chapter : 
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       The response plan for security incidents revolves around the idea of 

dealing with security attacks and incidents and ensuring the continuity of 

electronic systems and important data in the institution (Smart College for 

Modern Education). This plan focuses on managing and organizing the 

response to security incidents effectively, which helps in maintaining safety 

and security in addition to the availability of data in the institution.   

      Security incident response plans are based on several core theories, 

including information security theory and crisis management theory. 

-1       Information security theory states that cybersecurity is a process that 

maintains confidentiality, transition, and availability of important and vital 

information, and this process is the application of appropriate policies, 

procedures and technologies to protect data from hacking, damage, loss and 

theft. 

 -2     Crisis management theory states that crisis management requires 

predicting potential events and developing plans to respond to and deal with 

them effectively using available resources. In the case of cyberattacks, 

response plans are prepared that include removing the attack, verifying the 

integrity of systems, restoring critical data, analyzing the attack to identify 

sources and take action to prevent it from happening again.[10] 

 

3.2 The business idea of the project 

      The idea of working on the project that we are working on requires 

achieving many goals and following some steps, which are: 
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 3.2.1 Identify the team responsible for preparing the plan: Identifying a 

specialized team in the field of cybersecurity from the Smart College in 

Teaching Hadith and other departments in the college to implement the 

project. 

3.2.2 Objectives and Risk Analysis: Identify the main risks that may face the 

Smart College of Modern Education and analyze the objectives required to 

protect it from cyberattacks. 

3.2.3 Develop the necessary plans: Develop security incident response plans 

that contain the steps required to verify the integrity of systems and data and 

restore them in the event of an attack, outage and loss of data. 

3.2.4 Team Training: Training team members based on the implementation 

of plans and procedures required to manage security incidents. 

3.2.5 Verify the effectiveness of plans: determine the effectiveness of plans 

and update them periodically to meet the needs of the organization and 

technological changes.[11] 

3.3 Tools used 

  There are several tools that we will work on in the security incident 

response plan, including: 

3.3.1 Security Programs: These programs can be used in this plan to protect 

systems and data from cyberattacks, and include antivirus, firewalls, and 

anti-malware and intrusion programs. 
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3.3.2 Security monitoring tools: These tools help monitor the college's smart 

systems for modern education and analyze unusual activities, and include 

monitoring, analysis and reporting tools. 

Data recovery tools: Tools that help recover data lost or damaged by 

cyberattacks, including backup, data recovery, review and analysis tools. 

 

3.4 Materials used 

   There are many materials that we will use in the response plan for security 

incidents according to the objectives of the plan that we are working on in 

the Smart College for Modern Education, and these materials are divided 

into several categories as follows: 

3.4.1 Evidence and Documentation: This category includes the documents 

and materials needed to establish a security incident response plan, such as 

security policies, procedures, and guidelines. It can include employee 

guidance documents, internal work instructions, and management 

guidelines. 

3.4.2 Software and Tools: This category includes software and tools that will 

be used to implement security incident response plans. These tools can 

include protection software, security monitoring tools, data recovery and 

analysis software, error analysis tools, and tools for threat assessment. 

3.4.3 Equipment: This category includes equipment needed to implement 

Security Incident Response Plans. 
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3.4.4 Communications: This category includes communications, software, 

and applications that help in communication and coordination between 

members of the cyber incident response team and external parties, such as 

service providers, government authorities, and cybersecurity professionals. 

3.4.5 Educational programs: These programs are used to educate employees 

about cybersecurity risks and teach them how to deal with them. These 

training programs include suspicious email warnings and how to detect 

malware example: Interactive Online Training Provide interactive online 

training programs aimed at familiarizing employees with cybersecurity 

concepts and improving their awareness of common cyber threats such as 

spam, phone fraud, phishing, and others .[12] 
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CHAPTER FOUR 

 الفصل الرابع

Practical implementation-التنفيذ العملي 

4.1 Overview 

4.2  Project implementation steps with detailed explanation of each 

step 

4.3  Results and comparisons 

4.4  Recommendations 

  4.5 Conclusion 

 

 

 

 

 

 

 

4.1Overview: 

In this chapter : 

The practical implementation of the security incident response plan included 

several important steps, as follows: 

Incident detection: Determine whether a security incident has occurred, 

determine the type of incident and the extent of its impact on systems and 
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data, Assessment: Assess the situation comprehensively and determine 

whether action is required to deal with the incident, and what steps are 

required to address it, Actual response: Take concrete action to address the 

incident, such as isolating damaged systems, identifying and removing the 

cause of the incident, recovering lost data, and working to improve 

cybersecurity, The basic steps to implement the security incident response 

plan also include training and qualification of the response team, testing and 

updating the plan periodically to ensure its effectiveness and updating it to 

face changing and new threats in the field of information security.[13] 

                      

4.2  Project implementation steps with detailed explanation of each 

step: 

The first step in working on the plan is to form a response team and a 

response team in the college: 

4.2.1 Preparation: 

Preparing for the security incident response plan at the Smart College for 

Modern Education required several steps: 

1. Goal setting: Identify key objectives of the response plan, such as 

securing data and maintaining service continuity.  

2. Risk Analysis: Analyze and evaluate potential risks that the college 

can face, such as attacks, viruses, and intrusions. 

3. Establishing a response team: Forming an incident response team in 

the college so that it consists of members specialized in information 

technology and management, such as: two people from the 

information technology department in the college and a person from 
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the management department. So that the team has the knowledge and 

skills to deal with security incidents. 

4. Identify Contact & Communication: Identify appropriate 

communication and reporting methods when an incident occurs. So 

that there are effective ways to communicate with team members and 

relevant external parties. 

4.2.2 Team reasponse: 

Security Incident Response Plan Response Team at Smart College for 

Modern Education: This team consists of a group of experts and specialists 

in the field of cybersecurity, such as: two people from the IT department at 

the Smart College, a person from administrative affairs and a professor from 

academic affairs. The incident response team aims to protect the data and 

electronic systems in the college and to counter any security attacks that may 

be exposed to it. Among the tasks of the team are: 

1. Immediate verification and response: Team members were assigned 

to continuously monitor the college's electronic systems  

2. and verify potential security incidents. If an incident is discovered, 

members of this team take swift action to deal with and contain it. 

3. Threat Assessment and Investigation: The response team assesses 

security threats and analyzes potential risks that the smart college may 

face. The necessary investigations are carried out to identify the 

sources of the attacks and identify security gaps. 

4. Enhancement and improvement: Based on investigations and threat 

assessments carried out by the response team, recommendations and 

improvements are provided to enhance security in a smart college 

environment. Maintenance procedures and updates are implemented 

to enhance electronic protection. 
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5. Data and Systems Protection: The response team works to protect 

sensitive data in the smart college. Through the use of advanced tools 

and technologies, the team counters cyberattacks and secures systems 

and applications. 

6. Prevention and Training: The response team helps educate faculty 

members on best practices in cybersecurity and teach them how to 

properly identify and deal with threats. Training sessions and 

workshops are organized to emphasize the importance of security 

awareness and preventive measures. 

4.2.3 Smart College Structure: 

In the structure of the Smart College of Modern Education, the structure 

is divided into two parts: 

 

Figure 4.1 Distribution of switches in the departments of the Smart College 

 

The first part, which is the network: 

First, the cloud is connected with 3 firewalls, each Firewall is connected 

to the core switch through two ports, the first core switch port and the 
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second core switch port, in addition to that 2 core switches are connected 

to each other so that one of the core switch works when a malfunction in 

one of the core switches, and also on each floor there are a number of 

devices and switches, the ground floor contains 2 switches, the first 3 

switch, the second 4 switches and the third 3 switch and fourth 3 switch, 

the fifth 2 switch and the sixth 1 switch so that the fifth floor contains the 

server room The firewall distribution in the college is as follows: firewall 

internet_ FG firewall DC_ FG and firewall stand by, so that the latter type 

works as a backup copy that works in the event of a defect or malfunction 

in one of the firewalls.  In addition to many other devices such as 

computers, printer… 

4.2.4 College Alternative Incident Response Plan: 

The alternative plan in the Smart College for Modern Education for 

incident response is the Firewall standby mode, meaning that when there 

is a cut or loss of data in one of the firewalls, all data manual moves to 

the firewall standby so that it is turned on within two hours of work. 

4.2.5 Smart College Websites: 

As for the sites available in the college according to priorities, they are 

available as follows: Portal site, College website, Model site, registration  

site, Graduates  site, and Student Lending Site. 

Based on the structure mentioned above, if one of the firewalls 

malfunctions, this malfunction will affect the continuity of these sites, 

and therefore through the response plan that we are working on in the 

Smart College, we have developed a plan that maintains the continuity of 

the work of these sites so that the work of the highest priority sites 

continues without interruption, and one of these highest-priority sites in 
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the college is the portal site because this site provides a variety of 

academic and administrative services and information for students 

enrolled in the Smart College for Modern Education Among these 

services : College announcements Subject management and semester 

results The registration site is usually used to register in classes and 

choose courses. 

 

Based on these priorities of the sites, response plans have been made to 

maintain the continuity of the work of these sites, which are as follows: 

1- The response team that was appointed in the plan should work on 

retrieving the sites that happened down in the college within 6 working 

hours. 

2- Work on holiday response plan team in case they are required to work 

for an emergency at the college. 

3- Make backup copies on sites and devices outside the college building. 

4- Based on the response plan, work must be done to recover the highest 

priority sites that happened down within a working day. 

 

These structures include: 

1- The high availability structure ((active _ passive) can be implemented 

so that there are 2 firewalls, the first is of the FG type and the second 

is also of the FG type so that both firewalls are of the 600F _ FG type 

The reason for choosing this type is that it is able to handle the 

expected data traffic volume and handle it efficiently in college in 

addition to the security features available in this type, one firewall 
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works normally and the second has a configuration, but it does not but 

it does not work except in the event of a malfunction in the first server. 

2- Firewall Stand By provides both Internet _ FG and Data Center FG  

3- The presence of vendor If any vulnerability occurs on any first vendor, 

the second vendor contains this vulnerability 

  

 

                                                                   Figure 4.2 Structuring firewalls in collage  

 

In the case of responding to incidents that occur on firewalls, a plan has been 

developed, which is: 

1_ In the case of hacking attacks: a plan has been developed that the assigned 

response team must identify the cause of the breach and correct existing 

security vulnerabilities. 
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2_ Firewall failure leads to internet and network interruption and in this 

scenario the following actions can be taken: 

3- Identify the cause of the failure in the firewall and take the necessary 

actions to fix it and strengthen protection. 

The second part is for the Data Center: 

In the structure of the Smart College for Modern Education, the Data Center  

is located on the fifth floor of the college so that it consists of 3 servers and 

the supervisor to inspire the Prox Mox system, these servers are also linked 

to the cloud backup, in addition to the presence of a 4 server located in the 

same place for backup, and these servers are linked to each other through the 

cluster The function of this cluster is that if a down occurs to one server, the 

other server works automatically in addition to using a process the 

replication in the backup process, As for the VM between servers, it 

distributes the load to other servers in the event of a down of one of the 

servers. 

As for maintaining the continuity of information in the college's servers and 

preserving it from loss, several structures have been developed through the 

plan that we are working on, which are as follows: 

1_ Implement a regular backup strategy and store backup copies of servers 

in the college in servers located in secure locations outside the college to 

maintain the integrity of data and the ability to recover it in case of loss.  

2_ The Distributed Server strategy can be used so that many servers are 

distributed over a wide area network in the college. 

3_ Virtualized server Create multiple virtual servers on a single server or 

group of servers. 
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In the case of responding to incidents that occur on the server, a plan has 

been developed, which are: 

1_ The use of special antivirus for servers with follow-up and periodic 

review to detect attacks. 

2_ Power outage or hardware failure: Report the problem to the relevant 

service team or service provider. 

3_ Activate the fault response plan and prioritize the restoration of services, 

Test faulty devices and repair or replace them if necessary. 
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               Figure 4.3 Structuring datacenter in collage  
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4.3  Results and comparisons: 

The implementation of the plan in the Smart College for Modern 

Education contributed to enhancing cybersecurity and maintaining the 

uninterrupted work of the educational institution for a long time, and 

the plan that has been worked on aims to achieve a quick and effective 

response in the event of a security incident in the college and also the 

important thing in this plan is to plan in advance and prepare for 

security incidents by appointing a response team from within the smart 

college and working to train employees and students on how to deal 

with cybersecurity threats. 

Among the results reached during the work on the plan Is to do a check 

on the plan: 

4.3.1 Plan testing: Conduct regular testing and training of the response 

plan to ensure its effectiveness and ensure that the team is able to 

deal with incidents effectively. Update the plan based on lessons 

learned from the exercises. 

After working on the plan in the smart college, we conducted an 

examination of it to ensure the effectiveness of the plan, and this 

examination is related to the effectiveness and ability of the backup to 

work, the amount of time it takes to recover data, and specify how 

much time each VM needs to back up and how long each VM exits. 

Through the examination that was performed, an example was 

obtained, which is the time to retrieve data in lighting systems and the 

time it takes to recover the data is half an hour, which means that if 

the data is cut, it will take half an hour to retrieve it.  

Through the examination, this illustrative image was obtained, which    

shows the time of data retrieval: 
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                                                                       Figure4.4 Backup process 

The image attached above shows that when the data was restored. 

Proxmox stores the full data, but each time it stores the changing data  

In case of disconnection, you can work on defining a second server in a 

second place linked to the cloud or local that makes a restore. 

Based on the results of the plan and the priority of sites in the college, the 

data is recovered as follows: 

.1  In the VM1 that contains data (portal website:portal.scme.edu.ps), the data 

is recovered in at least 15 minutes.  

2. In the VM2 that contains data (college website scme.edu.ps), a data 

recovery is performed in 30 minutes. 

3. In other sites such as Model (registration site) (Graduates website) (student 

lending site), data is retrieved during working hours.  

So that the Model site is restored within 20 minutes  

Registration site is restored within 6 hours of operation  

4. (Graduates website and student lending site) their data is restored after 

restoring the data of the rest of the sites, because they are less priority than 

the rest of the sites. 

5. This restore is done from the local backup And this restoration process is 

a police check.  
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4.4 Recommendations: 

 

Among the recommendations reached through the project that has been 

worked on, which is entitled Security Incident Response Plan: 

4.4.1 Identify a security incident response team: Identify a response team 

that is specialized in dealing with cyber incidents and must be from within 

the scope of the college so that the team is among the departments that 

work in the college. 

   4.4.2 Work on risk assessment: Evaluate risks in the college continuously 

to identify potential threats and dangers such as data loss, interruption or 

exposure of protection devices to malfunction so that this helps to assess the 

impact of accidents and the likelihood of their occurrence and this helps in 

determining the priorities of the plan. 

  4.4.3 Continuous Training and Outreach: Provide continuous training to 

team members and other staff in the college on the response plan and best 

practices in cybersecurity. Awareness helps to raise awareness and enhance 

capabilities to deal with cyber incidents.[14] 

4.4.4 Development of response procedures: the ability not to maintain the 

plan that has been worked on to respond to incidents in the college so that a 

clear and specific plan is developed and developed for cybersecurity 

incidents and these plans include dealing with security breaches, data loss 

and other cyberattacks. 

4.5 Conclusion: 

The college's security incident response plan is an important 

framework that helps ensure business continuity and protect sensitive 

information and systems in the university environment. The summary 
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of the college's electronic incident response plan includes a set of 

systematic and preventive measures taken by the college to deal with 

and contain cybersecurity incidents as soon as possible. 

The summary of this plan includes: 

1. Define teams and roles: Appoint a security incident response 

team composed of members specialized in the field of 

cybersecurity and information technology. Define the roles and 

responsibilities of each member of the team and clarify the 

procedures required for rapid response to incidents. 

 

2. Threat Recognition and Security Analysis: Potential security 

threats that the college may face are evaluated and potential 

vulnerabilities in systems and networks are analyzed. This helps 

to take appropriate preventive measures and prepare to deal 

with accidents. 

 

3. Develop a response and recovery plan: A detailed and 

comprehensive response plan has been developed that outlines 

procedures for dealing with security incidents and restoring 

damaged systems and data. Procedures are documented and 

updated regularly to ensure they are adapted to emerging threats 

and changes.[15] 
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