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* 3 Books
e Journal Articles - 12 articles
e Conference articles — 30 ( ML+ Security + IVG+ ....)
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Practical use ChatGpt in
ClassRoom
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COURSE OUTLINE DISCUSION

https://moodle.scme.edu.ps/course/view.php?id=530#section-0
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Books and References ...

Practical Mobile
Forensics

Practical Forensic

Analysis of Artifacts
on i0S and Android
Devices

Fourth Edition
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INTERNET USERS IN THE MIDDLE EAST AND THE WORLD IN 2021

Population Pop. % Internet Users % Population Internet Facebook
MIDDLE EAST REGION ( 20p21 Est.) of VSorId 31-DEC-2020 (Pen:tration) % Users  31-DEC-2020
Total Middle East 265,587,661 3.4 % 188,132,198 70.8 % 3.7 % 143,741,600
Rest of the World 7,610,177,923 96.6 % 4,910,331,574 64.5 % 96.3 % 2,585,782,501
WORLD TOTAL 7,875,765,584 100.0 % 5,098,463,772 64.7% 100.0% 2,729,524,101

Internet Penetration in the Middle East
in April 30, 2019

midte Eoct | .2
world Avg' M 56'80/0

Restorworia | 5 5

0 5% 10% 15% 20% 25% 30% 35% 40% 45% 50% 55% 60% 65% 70% 75%
Penetration Rate (% Population)

Source: Internet World Stats - www.internetworldstats.com/stats5.htm
173,542,069 Internet users in the Middle East estimated in April 2019

Sl p‘dgj‘u aussJl aul4)|  Copyright® 2019, Miniwatts Marketing Group
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https://www.internetworldstats.com/middle.htm
https://www.internetworldstats.com/stats5.htm
https://www.internetworldstats.com/stats.htm

Middle East Internet Users, Population and Facebook Statistics 2021

%
: : Internet . Facebook
MIDDLE EAST Population Users, in Usage Population Internet 31-DEC-

: o
(2021 Est.) Dec/2000 31-Dec-2020 (Pene;ratlon Jo USErS 2020

Bahrain 1,748,296 40000 1,707,533 977%  09% 1445600
Iran 85028759 250,000 67,602,731 795% 359 % 40,000,000
Iraq 41,179,350 12,500 24,525,000 596 %  13.0% 24525000
lsrael 8789774  1270,000 7,002,759 797%  37% 6,090,000
Jordan 10,269,021 127.300 8,700,000 847%  46% 6258000
Kiwait 4328550 150,000 4,256,466 983%  23% 4,164,000
Lebanon 6,769,146 300,000 5,546 494 819%  2.9% 4,033,000
Oman 5,223,375 90000 4,011,004 768%  21% 2,970,000
Palestine (State of) 5,222,748 35000 3,381,787 64.8 % 1.8% 3,033,000
Qatar 2 930,528 30,000 3,056,000  104.3 % 16% 3,056,000
Saudi Arabia 35340,683 200,000 31,856,652 901%  16.9% 26,350,000
Syria 18,275,702 30000 8,500,000 465%  45% 8500000
United Arab 0,991,089 735000 10,082,000 1009%  54% 8,737,000
Emirates
Yemen 30,490,640 15,000 7,903,772 2590%  42% 3235000

JITOTAL Middle East 265,587,661 3,284,800 188,132,198 70.8 % 100.0 %143,741,600
SMART COLLEGE FOR MODERN EDUCATION
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Telecommunications Research List of Countries

Independent, Consistent, Comprehensive Reports~  Corporate Subscription  Custom Research~  AboutUs~  Purchasing~

‘ See updated country reports ‘

Overview Latest Companies Countries Regions Global Emerging Markets

Contact us
Intelligence Reports
Contact
BuddeComm Regional Research / The Middle East

Report Search

Israel Telecommunications Research

Research
* Regional Displaying current research. View archived research.

research
* Country research
 Global research Focus RepO rts
e C

r:Sr::ir:\y * |srael - Telecoms, Mobile and Broadband - Statistics and Analyses

e Middle East - Fixed Broadband Market
) e Middle East - Mobile Infrastructure and Mobile Broadband

Hot Topics e Middle East - Mobile Network Operators and MVNOs

See Also
e Data Centre

< ] - Market and Technical Research
et e https://www.budde.com.au/Research/Regions/The-Middle-East
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keylogger HW

* his wireless keylogger is packed with state-of-
the-art electronics :

« two powerful processors, a full TCP/IP stack,
a WLAN transceiver, and 4 Gigabytes of
memory .

* How does it work ?

Besides standard PS/2 and USB keylogger
functionality, it features remote access over the
Internet.

This wireless keylogger will connect to a local
Wi-Fi Access Point, and send E-mails containing
recorded keystroke data.

You can also connect to the keylogger at any
time over TCRAP and view the captured log. All

e e=Ou g

thisin a d% §S than 2 inches (5 cm) long!
ol palail 24520 2y
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KeyGrabber

Hardware keylogger - KeyGrabber Wi-Fi Premium I



https://www.keelog.com/ps2_hardware_keylogger.html
https://www.keelog.com/usb_hardware_keylogger.html

Android KeyLog

* Can we use below app for mobile or family log?

https://play.esoogle.com/store/search?g=keylogger&c=apps&hl=en&gl=
us

Cyanll pudeill dausall sl
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https://play.google.com/store/search?q=keylogger&c=apps&hl=en&gl=US
https://play.google.com/store/search?q=keylogger&c=apps&hl=en&gl=US

Are your Mobile Secure?
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fsms ) lilllSa Jy i a1 o
With this code, you can find out
whether your calls, messages,
and other data are being
diverted .
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Call forwarding
unconditionally

Voice: Not forwarded
Data: Not forwarded
FAX: Not forwarded
SMS: Not forwarded
Sync: Not forwarded
Async: Not forwarded
Packet: Not forwarded
PAD: Not forwarded




*#62#

Q}\M&\dﬂﬂ\a&d&é&w&dﬁgﬂé& MORE

FAVOURITES CONTACTS

Dial this code if you want to find out |
where calls, messages, and data are S

when not reachable

being redirected to if it seems that no i
FAX: Not forwarded
one can get through to you. The SMS: Not forwarded

Sync: Not forwarded

chances are in this case that your voice | REEECEEEES

Packet: Not forwarded

calls are being redirected to one of your FRGaEIEEE

_cell phone operator’s numbers.

Cyanll puleill &uxsall &)l S
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lallSall d:‘)*—’ LONEN KEN u\m\ Call forwarding
All
Erase successful.

This is a universal code for
switching off all forms of
redirection away from your
phone. It's a good idea to use
this before you have to use
roaming. In this case, money

—_ won't be taken from your
°:-} account for calls that are

aéredlrected by default to your
caall paleill 050 2 0d
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IMEI (International Mobile
Equipment Identifier). its location is
automatically conveyed to the
network operator even if a different
SIM card is inserted. If someone
knows your IMEI number ,they can
find out the model and technical
characteristics of your phone.

w:oJl allélcufama nttp//wwwmellnfo/
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IMEI(MEID) and S/N

IMEIT
35776607 816 /01

IMEI2
35776707. 314 /01

R58H213



http://www.imei.info/
http://www.imei.info/

4:07

< All Metrics
Activity 1.1 — Locate Cell Towers locat -
Band Info
To localize the sector of the base station (Cellld) you need to Example. CellD
know next 4 parameters: ’
e MCC — a Mobile Country Code. This code identifies the MCC: 425 Radio Access
country. For example, in China MCC is equal to 460, in
USA - 310, Hungary - 216, Belorussia - 257. MNC. 6 CellType
e MNC - a Mobile Network Code. This code identifies the LAC 2000 S —

mobile operator. The detailed table with MCC and MNC

codes is available here. CI D: 10542 KCTCellMonitorLAC

e LAC - Location Area Code is a unique number of current
location area. A location area is a set of base stations that
are grouped together to optimize signalling.

kCTCellMonitorRSCP

e CellID (CID) — is a generally unique number used to kCTCellMonitorSCN
identify each Base transceiver station (BTS) or sector of a

BTS within a Location area code. EARFCN DL

i
or iPhone<*#12345#3001* :

for Android *#*#4636#*#* :or*#*#197328640#*#*
w:aJI WA I IS WIS

SMART COLLEGE FOR MODERN EDUCATION http ://Opencel | Id ‘Org/

ull = @=)


http://cellidfinder.com/mcc-mnc

number of logical cells per radio standard and the total number of cells

Country Name Total Cells GSM CDMA UMTS LTE
United States of America 6,525,086 279,748 601,785 1,607,682 4,035,756
Germany 2,725,204 1,251,434 (o} 1,145,094 328,389
India 2,388,171 1,322,546 15 699,822 365,777
Russian Federation 1,982,989 556,384 8 1,125,721 300,868
France 1,917,354 474,034 o 1,051,838 391,436
Brazil 1,835,225 327.599 o} 1,257,686 249,939
United Kingdom 1,592,321 318,324 (o} 966,010 307,977
Poland 1,426,836 458,452 o 737,522 230,846
Indonesia 1,371,391 321,992 971 873,956 174,469
Japan 1,370,722 556 514 261,501 1,108,149
Italy 1,289,598 244,728 o} 807,453 237,416
Thailand 1,270,152 113,727 (o} 861,178 295,247
Spain 966,859 206,013 o} 597,470 163,338
Canada 944,974 144,944 8,613 425,165 366,235
China 868,121 371,533 16 182,456 314,115
South Korea 858,853 117 41 97,744 760,951
Mexico 712,834 91,777 819 477,389 142,847
Turkey 612,699 77,264 o 468,265 66,820

——
Cyanll pudeill dausall sl
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Activity 1.2:
Which tools hacker use to spy user Mobile?

WO O OB . BHO OO vpd B g Qp Cp @

=
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Actvity 1.3:
How we can control family Mobile devise
considering Security and Privacy?

* Google Family Link
* Parental Control App & Location Tracker - FamiSafe
* mspy.com/easter-21.html

Cyanll pudeill dausall sl
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https://www.mspy.com/easter-21.html

Hacking web camera using google

e Codes:
intitle:"Live View / - AXIS”
inurl:"viewerframe?mode=refresh"”
intitle:"i -Catcher Console - Web Monitor"
intitle:"Toshiba Network Camera" user login
intitle:"Live View / - AXIS 2107

Cyanll pudeill dausall sl

SMART COLLEGE FOR MODERN EDUCATION



" SHODAN netcam country:"il"

*% Exploits %% Maps % Share Search

TOP COUNTRIES

Israel

TOP CITIES
Barak
Ashdod

TOP SERVICES
HTTP

HTTP (83)
HTTP (81)
HTTP (8080)

TOP ORGANIZATIONS

013 Netvision
HOTnet

oo I I I Bezeq International
(1] (1)

Actcom - Active Communicatio...

SMART COLLEGE FOR MODERN EDUCATION
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Shodan.io

Q Explore Downloads Reports Enterprise Access

& Download Results | Create Report

46.117.238.148

013 Netvision

HTTP/1.1 401 Unauthorized

Content-Type: text/html
= lIsrael, Barak Connection: keep-alive
Details WwW-Authenticate: Basic

realm="netcam"

Content-Length: 17

5.29.245.160

o g HTTP/1.1 401 Unauthorized
= Ismel, Ashdod Content-Type: text/html
Details Connection: keep-alive
Pragma: no-cache
WWW-Authenticate: Basic
realm="netcam"

Content-Length: 17

46.117.238.148

013 Netvision

HTTP/1.1 401 Unauthorized
Content-Type: text/html
= lIsrasel, Barak Connection: keep-alive

MNeadails WWW_Anthantirzsta- Racin



.,‘ SHODAN country:"il" Q Explore Downloads Reports Enterprise Access

% Exploits ¥ Maps %% Images W Share Search & Download Results |l Create Report

TOP COUNTRIES Total results: 697,670
index
HTTP/1.0 200 OK
Date: Mon Jan 23 20:38:46 2017
Server: DVRDVS-Webs

Bezeq International

—= lsrael, Even Yehuda Last-modified: |

Content-length: 1577

08:25:34 2012

m

-
—
o
10
(]
ro
b

Israel 697,665
TOP CITIES
Tel Aviv 58,952 81.218.92.106
Haifa 13,152 Bezeq International VPN (IKE)
Jerusalem 11,198 —
-2 Israel
Ramat Gan 8,160 Details Initiator SPI: e5f858a0876af576
Holon 5,794 Responder SPI: 7f93573a8chad76a
m Next Payload: Security Association (SA)
T - Version: 1.0
TOP SERVICES s .
Exchange Type: Identity Protection
HTTP 114,850 Flags:
- HTTPS 65,689 Encryption: False
— Telnet 36,964 Commit: False
&% SIP 34,922 Authentication: False
WILLY| Y.V
o o 4567 32,123 Message ID: 00000000

SMART COLLEGE

Length: 132



9 82.81.13.9 bzq-82-81-13-9red.bezegint.net

City Even Yehuda

Country Israel

Organization Bezeq International

ISP Bezeq International

Last Update 2017-01-23T717:46:22.236252
= Hostnames bzq-82-81-13-9.red.bezegint.net

-
iL.’. I I 1 I ASN AS8551

SMART COLLEGE

Downloads Reports Enterprise Access Contact Us

IR

L &

SN
=

© Mapbox €

as Ports

:= Services

HTTP/1.@ 200 OK

Date: Mon Jan 23 208:38:46 2017

Server: DVRDVS-Webs

Last-modified: Fri Dec 21 ©8:25:34 2012
Content-length: 1577

Content-type: text/html




Username :
Username :

Username
Username

admin
admin

:admin
:admin

Cyanll pudeill dausall sl
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password
password
password
password

: admin

: (blank password)
: 12345

: 9999



http://fncuwbiisyh6ak3i.onion/
ecure groups, files, and chat for everyone!

keybase#design
¢¥ Hi cecileb! 8
O Aol Q Search (3K) The best team. Q . @
| &1
tammy 10:09 AM @
People Exciting times! chris 10:06 AM
Sounds good 1530 Jpag
32 AM %
it ::ax b 232 cecileb 10:08 AM < o =
nanks! . . X
¥9 Here's an illustration w 4
Files . illustrations
keybase.design 8:59 AM
chris is typing...
Teams B
karenm Sat Research

Wallet When's the next happy h...

friends-216.png

: Yesterday at 4:20 PM by cecileb
Git chris Fri :
/flip heads, tails friends-216@2x.png

Yesterday at 4:20 PM by cecileb

Devices
friends-216@3x.png

+298 more Yesterday at 4:20 PM by cecileb

Settings

friends-illustration.ai

Wed Apr 4 2018 at 10:50 AM by cecileb
h keybase

&1
#bestcoast o —
#boardgames @ adamjspooner 2:11PM -
#core +1USD@cecileb @

#de
#frontend

@  Write a message

#general songgao is typing

WTELY|
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https://www.facebookcorewwwi.onion/

K1 ExpressVPN | Faceb... % q

S @ ~ € . QFacebook Inc (US) Nipsveas facebookoorewan . omon « it ¢ | Q Searct

facebook

The VPN that’s
Easy to Use
Everywhere

ExpressVPN

Mor:

@ ExprossVPN ProductSerice

At ExpressVPN, we rely on humans, and they work just fine

18.297 .

w:aJIpdsu.Ua.xﬁ
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Bitcoin Block Explorer - Blockchain.info - Tor Browser

8 Bacomn Block Expiore.., x
S &~ €

g BLOCKCHAIN
o

423754 11 minsits
q 28 roentse
AZ3T8 29 rmenites
4237¢ 37 minutes
2378 40 minutes

Latest Transacthons

HAL100L 1IN o
7 - 37 o
M2 Lo

& Blockeha

Horme

'

Chants Stats Markats

blockchanbdgpzk.onion c

APY

Transactions Total Sem Relayod By
F 121617 BTC Kano CKFox

2388 16271 12 BIC BICC Pox

181 176 51 BT HaaB 1

1205 10 225 32 BIC B1CC Pool

06 4417558 BaFary

B58 5.710 37 BiC AntPool

manute
menut
munute

11 81853597 BIC
015341311 BIC

0.02535787 B1C

) - OK (242 Nodus Ce

Search

You may enter a block heght, address

hashi60, or g address

NEWS

Size (WB)

Block hash. transacton hash

Magnt - Bitcomn Teading Platform | Trade with Leverage

i) - Advanced: Enable

Bacon

More...


https://blockchainbdgpzk.onion/

http://owmx2uvikmdgsap?2.onion/

The Network for Police Monitoring - Tor Browser

The Network for Police ...

S &S -~ < o owmx2uvikmdgsap?2 . onlon = o Q

D Caryr atisrasamern

E"‘% Network for Welcome to Netpoleaks
Police Monitoring

Network for Police Monitoring (Netpol)
Blow the whistle on excessive and discriminatory public order, protest and
community policing and surveillance

Are you a whistieblower?

= PROCEED

Have you aready filed a submission? Enter your Key code

(]
[ )
wwl Thes piazform makes ose of Globaloaks software spochically desgned 10 protoct the sdonity 1or sulvimetior and rocpeent o tHhe eschangoe of
(1)
contant

SMART COL The software = doveioped by the non-profit Mormes Cemnter for Transparency and Digeaal Human Riwghts Please support Monmes thirough ther


http://owmx2uvjkmdgsap2.onion/

http://fncuwbiisyh6ak3i.onion

Keybase - Tor Browser

Get a public key, safely, starting just
with someone's social media
username(s).

From there, unbounded potential!

Keybase 15 a people directory, Here are some random folks, f you'd

rather just poke around 1yl a xy

SMART COLLEGE FOR MODERN ED -
fncuwbesyhGakar.omonberypt .- =



http://fncuwbiisyh6ak3i.onion/

Hiren’s BootCD
https://www.hirensbootcd.org/download/

Hiren's BootCD PE x64 (v1.0.1) — ISO Content (changelog)

BCD-MBR Tools Other Tools
« Bootlce v1.3.3 « FSViewer v6.5.0
« EasyBCD v2.3 « Free Office rev 703
) « Sumatra PDF v3.1.2
Hard Disk Tools - Data Recovery . 7-Zip v18.05
« CheckDisk GUI v1.2.0 « ExamDiff Pro v10.0.0.6
« HxD v2.0.0

« Lazesoft Data Recovery v4.0.0.1

« Puran Data Recovery v1.2.0

« Puran File Recovery v1.2.0

« Recuva v1.53.0.1087

« Runtime GetDataBack for FAT v4.3.3
« Runtime GetDataBack for NTFS v4.3.3 « CDBurnerXP v4.5.8.6795
« Runtime GetDataBack Simple v5.0.0 « Rufus v3.0.1304

« Runtime NAS Data Recovery v4.0.0

« Runtime RAID Reconstructor v4.4.0

« Runtime RAID Recovery for Windows v4.0.0

« Notepad++ v7.5.6
« WinMerge v2.14

Removable Drive Tools

Security - AntiVirus

« ESET Online Scanner v2.0.22

Hard Disk Tools - Defrag « Malwarebytes Anti-Malware v2.2.1.1043
« Defraggler v2.22.33.995 Security - KeyFinders
Hard Disk Tools - Diagnostic » ProduKey v1.92

& " oo oo 5 s « ShowKeyPlus v1.0.6610
h’g’. th e = « GSmartControl v1.1.3

SMART COLLEGE FOR MODERN cu GERFRIN " Security - Prspwonts


https://www.hirensbootcd.org/download/

Activity 1.3 (team work - 2 min each)
Remote control for Mobil and devises?

During day to days activity, which
you preferer to use for remote co
on mobile devises and why?

* https://web.airdroid.com/

. https://anydesk.com/en

—Q~

Cyanll pudeill dausall sl
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https://anydesk.com/en
https://www.teamviewer.com/en/

